
 
 

 

Cyber Security
BUSINESS EMAIL COMPROMISE

TIPS FROM

Scammers use existing professional relationships to gain access to a business’ funds or personal information. There are four 
speci�c types of BEC scams: Business Executive Scam, Bogus Invoice Scam, Supplier Swindler Scam, and Personal Data Scam.

FOUR METHODS OF BUSINESS EMAIL COMPROMISE SCAMS

You assume your employees understand how to spot a phishing scam and won’t click on suspicious hyperlinks or 
open unknown attachments. But what if they receive an email that appears to come from your financial 
adviser, a trusted vendor, or even you? Impersonating these existing, trusted business relationships is an attempt 
at Business Email Compromise (BEC), which can be dif�cult to detect and to manage after the fact. 

METHOD #1  BUSINESS EXECUTIVE SCAM

CEO’s email is hacked or 
impersonated. The scammer 
contacts the �nance department 
to request a wire transfer.

Finance department authorizes 
wire transfer. Request email will 
typically indicate transfer must 
be done quickly and quietly.

Funds are deposited into 
scammers account. The false 
wire transfer is delivered to the 
scammers fake bank account.

METHOD #2  BOGUS INVOICE SCAM

Employee’s email is hacked or 
impersonated. The scammer 
sends emails through a 
compromised account to the 
company’s customers and 
vendors, requesting payment for 
false invoices.

Customers and vendors pay 
false invoices. Request email will 
typically indicate “new” or 
“changed” invoices.

Funds are deposited into 
scammers account. The false 
wire transfer is delivered to the 
scammers fake bank account.



METHOD #3  SUPPLIER SWINDLER SCAM

A supplier or vendor’s email is 
hacked or impersonated. The 
scammer uses the hacked 
account to send fake invoices 
or request wire transfers. 

Employees or finance 
authorize the wire transfer. 
Request emails will typically 
indicate the supplier or vendor 
has a “new” account.

Funds are deposited into 
scammers account. The false 
wire transfer is delivered to the 
scammers fake bank account.

METHOD #4  PERSONAL DATA SCAM

Human Resource’s email is 
hacked or impersonated. The 
scammer uses the hacked 
account to request T4 slips or 
other personal information. 

Employees send sensitive documents 
or fill out fake online forms. Request 
emails will typically indicate that 
information was never collected, was 
lost, or needs to be updated. 

Scammer obtains personal 
information. Personally Identi�able 
Information (PII) can be used to steal 
indentities or sell on the black market.

TIPS TO PROTECT YOUR BUSINESS
1. Develop and implement a company-wide security awareness program. Make it everyone’s business to protect 

company information. 

2. Don’t rely on email alone for transfers. Con�rm requests for transfers of funds by using phone veri�cation or 
face-to-face meetings. Use known phone numbers to authenticate transfer requests and verify the requests in 
person whenever possible. 

3. Scrutinize all email requests regarding the transfer of funds. Check for small variations in the email addresses 
that are out of the ordinary. 

4. Harden your networks, especially for mobile. Threats to mobile devices may include spyware, unsecured Wi-Fi 
connections, and even fake networks. As employees use personal mobile devices for business email and other 
work purposes, cyber thieves often target them to create gateways into your network. 

Consider upgrading your cyber insurance to Red River Mutual’s Privacy Breach Expense and Cyber 
Event Recovery and Cyber Event Liability Form to help protect your company in the event of a cyber attack.


